United States Department of State

Washington, D.C. 20520

March 31, 2023
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated February 28, 2023, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified an additional
47 responsive records subject to the FOIA. We have determined that 47
records may be released in part.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.
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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.

Sincerely,

Diamonece Hickson
Chief, Litigation and Appeals Branch
Office of Information Programs and Services

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information
Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual
Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells

Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester









FL-2023-00013 A-00000598721 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>
To: dstate.gov>
Subject: What's Next Retail with Jeni Britton Bauer, Dionna Dorsey, and Philip Krim
Date: Fri, 30 Apr 2021 17:33:19 +0000



FL-2023-00013 A-00000598721 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com>

Recipient: [h\(5) fistate.gov>



FL-2023-00013 A-00000598700 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>
To: [(h\/6Y fistate.gov>

Subiect: Watch Now: Inside the Story of Watergate with legendary reporters Bab
" Woodward and Carl Bernstein

Date: Mon, 20 Jun 2022 23:00:52 +0000



DERENEDERE




FL-2023-00013 A-00000598700 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com>
Recipient: [y Pstate.gov>



FL-2023-00013 A-00000598744 "UNCLASSIFIED" 3/28/2023

From: Katherine O'Hearn <washpostlive@washpost.com>

To: [hyR) |@state.gov>

Subject: WashPost Invite: In-person entrepreneurship event with Isabella Casillas Guzman,
IS Theresia Gouw and maore, 9/13 [Response Requested]

Date: Tue, 6 Sep 2022 18:03:17 +0000



FL-2023-00013 A-00000598744 "UNCLASSIFIED" 3/28/2023

Sender: Katherine O'Hearn <washpostlive@washpost.com>

Recipient: |(b)(6) @state.gov>



FL-2023-00013 A-00000598673 "UNCLASSIFIED" 3/28/2023

From: Kristine Coratti Kelly <washpostlive@washpost.com>

To: [(b)(6) [Pstate.gov>

WashPost Invite: In-person entrepreneurship event with Heather Boushey and
Steve Case, 6/21 [Response Requested]

Date: Mon, 13 Jun 2022 15:02:32 +0000

Subject:

Sender: Kristine Coratti Kelly <washpostlive@washpost.com>

Recipient: |(h\/fY [@state.gov>



FL-2023-00013 A-00000598836 "UNCLASSIFIED" 3/28/2023

From: “Nakashima, Ellen" [(b)(6) [@washpost.com>
To: [[D)6)  l@state.gov[b)(6)  |@state.gov>
Subject: Upcoming GEC release
Date: Wed, 14 Oct 2020 16:09:23 +0000

Hi, [fhyia

I’'m a national security reporter with The Washington Post covering election security, among other
things. I understand the GEC is doing a release of more declassified Russian disinformation soon. Can
you give me a call about that?

Many thanks,

Ellen

(b)(6) cell

Ellen Nakashima

National Security reporter

The Washington Post
https://www.washingtonpost.com/people/ellen-nakashima/

Sender: "Nakashima, Ellen” [h\(&) [@washpost.com>
Recipient: [(D)(6) [@state.gov>




FL-2023-00013 A-00000598704 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>

To: [h\/RY  lostate.gov>

Tues. at 4:00 p.m. ET; The startup boom with AQOL Ce-Founder Steve Case, White
House Council of Economic Advisers member Heather Boushey and more

Date: Mon, 20 Jun 2022 20:41:38 +0000

Subject:



FL-2023-0{1313 A-HHHH 32704 "UNCLASSIFIED™ 372872023






FL-2023-00013 A-00000598704 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com>

Recipient: [[h\/a) [Gstate.gov>



FL-2023-00013 A-00000598747 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>

To: [(hY(6) Kstate.gov>

Tomorrow at 9:00 a.m, ET: Women business founders and SBA Administrator on
growth of minority-owned businesses

Date: Mon, 12 Sep 2022 15:14:20 +0000

Subject:



TF1.-2023-00013 A-00000598747 "UNCLASSIFIED" 3/28/2023






FL-2023-00013 A-00000598747 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com:
Recipient: |[[h(6) [@state.gov>



FL-2023-00013 A-00000599186 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>

To: [hyviB) Dstate.gov>
Subject: Today at 9:00 a.m. ET: Women business founders and SBA Administrator on
ject: growth of minority-owned businesses

Date: Tue, 13 Sep 2022 11:18:53 +0000



TF1.-2023-00013 A-00000599186 "UNCLASSIFIED" 3/28/2023






FL-2023-00013 A-00000599186 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com:

Recipient: [hyi6) dstate.gov>



FL-2023-00013 A-00000599188 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>
To: |(b)(6) dstate.gov>

Today at 4:00 p.m. ET: AOL Co-Founder Steve Case, White House Council of
Economic Advisers member Heather Boushey and more

Date: Tue, 21 Jun 2022 15:14:58 +0000

Subject:









FL-2023-00013 A-00000599188 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com:>

Recipient: |(h)(6) dstate.gov>



FL-2023-00013 A-00000599069 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>

To: [(b)6) dstate.gov>

Today at 1:30 p.m. ET: Inflation, supply chain disruptions and reinventing small
business

Date: Wed, 13 Jul 2022 12:11:25 +0000

Subject:



TF1.-2023-00013 A-00000599069 "UNCLASSIFIED" 3/28/2023






FL-2023-00013 A-00000599069 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com:

Recipient: ((b)(6) mstate.gov>



FL-2023-00013 A-00000599156 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>

To: ((D)6) dstate.gov>

Thurs. at 12:30pm ET: COVID-19 impact on minority-owned businesses with Rep.
Judy Chu, US Black Chambers President

Date: Wed, 21 Jul 2021 20:51:54 +0000

Subject:






FL-2023-00013 A-00000599156 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com>

Recipient: {b)(6) Dstate.gov>



FL-2023-00013 A-00000599202 "UNCLASSIFIED" 3/28/2023

From: Washington Post Live <washpostlive@washpost.com>

To: [hy(6) state.gov>

Thurs. at 12;00 p.m. ET: Business owners on navigating the pandemic and
country's racial reckoning

Date: Wed, 1 Dec 2021 20:05:19 +0000

Subject:



TF1.-2023-00013 A-00000599202 "UNCLASSIFIED" 3/28/2023






FL-2023-00013 A-00000599202 "UNCLASSIFIED" 3/28/2023

Sender: Washington Post Live <washpostlive@washpost.com>

Recipient: |(b)(6) dstate.gov>


















FL-2023-00013 A-00000599144 "UNCLASSIFIED" 3/28/2023

-Share and distribute information to colleagues.
-Years of historical archive of planned events also available.

View our extensive data streams in one cohesive way and build a
strategy to fit with your workflow.

Stay secure

Security should be the last thing on your mind. Using an API provides
you with an extra layer of security due to the unique anthentication,
enabling you to access the secure endpoints that deliver your CMS data.

Schedule a free demo

If you'd like to learn more about how you can begin using our API
service, feel free to reach out to me, Opal Barclay. Reply directly to this
email or at Obarclay@ap.org.

E Opal Barclay
AP Planner Specialist

I — 1

The Associated Press is an independent global news organization
dedicated to factual reporting. Founded in 1846, AP today remains the
most trusted source of fast, accurate, unbiased news in all formats and
the essential provider of the technology and services vital to the news
business. More than half the world’s population sees AP journalism
every day.

ights reserved.
Liberty St

Contact us Update your preferences or unsubscribe

=

Sender: Opal Barclay [(h)(6) |@ap.org>
Recipient: |(b)(6) dstate.gov>






FL-2023-00013 A-00000599183 "UNCLASSIFIED" 3/28/2023

From: Reuters <account@reuters.com>

To: [b)i6) @state.gov>

Subject: Reuters.com Passwaord Reset
Date: Mon, 28 Nov 2022 12:36:30 +0000

Reset password

Reset your password by following the link. This link will expire after 24

hours.

Reset password

If you ignore this email, your password won't change.











































































The Associated Press is an independent global news organization
dedicated to factual reporting. Founded in 1846, AP today remains the
most trusted source of fast, accurate, unbiased news in all formats and
the essential provider of the technology and services vital to the news
business. More than half the world’s population sees AP journalism
every day.

Contlact s Update your prefereaces or unsubseribe





































































































































Director | International Fact-Checking Network

Director | International Fact-Checking Network

Director | International Fact-Checking Network

Director | International Fact-Checking Network

Director | International Fact-Checking Network























































































































































































































































































Dear Davey, Eliot, Pasi ant

Apologies for the long email. | figured you'd rather have it all at once instead of than some
repeated back and forth.

Most important and time sensitive: Are you Ok pushing back the event 1/2H? The EU and
Estonian Delegation have suggested a 7PM start (The Hague time) to give delegate times to
grab a bite before the panel. That would make the panel run from 1PM to 2:30PM Eastern
Standard Time.

Another thing | will need your green light: Are you comfortable with the event being recorded.
While the event will be limited to the OPCW Delegates and some OPCW Staff who will be
invited, we are considering editing a shorter video to be for wider sharing. If we record, based
on what is said we can of course revisit. We would not make anything public without your
consent.

Also we'd like to schedule a dry run early next week to ensure Microsoft Teams works properly
for all of you. This is the platform most OPCW delegations are familiar with because the OPCW
uses it. Even if you do not have the App/Software installed, the web version works weil. We'd
appreciate if you could put your availabilities for the dry run in the doodle below with your
initials:

Attached is the draft invitation, let me know if there is anything you'd like tweaked. It says 7PM
but again this is only if that works for all of you. In case you don't know each other already,
below are the bios we were planning to share with delegates. We welcome your edits

Davey Alba — New York Times

Alba is a technology reporter for The New York Times and covers online disinformation and its
global harm. She was previously a senior reporter at BuzzFeed News and wrote about artificial
intelligence and tech effects on people and communities.



Pasi Eronen — EUvsDisinfo

Eronen is a policy officer at EUvsDisinfo, the flagship project of the European External Action
Service’s East StratCom Task Force established in 2015 to better forecast, address, and respond
to disinformation campaigns affecting the European Union, its Member States, and countries in
the shared neighborhood.

Eliot Higgins — Bellingcat

Higgins is a citizen journalist and founder of Bellingcat the storied open-source investigation
website. He has investigated the Syrian Civil War, 2014—15 Russian military intervention in
Ukraine, the downing of Malaysia Airlines Flight 17, and the poisoning of Sergei and Yulia
Skripal.

Below is a proposed agenda for the event. Again your suggestions are welcome. | have attached
in a separate document the three themes and some suggested questions that John may use to
get the conversation started. | will let him chime in on this as well as he was away this week and
has not seen the latest draft. Obviously the elephant is the room will be Russia. We would like
to keep things as general as possible and let delegates connect the dots.

a. Brief introductions {1-2 min.) by three co-hosting ambassadors in alphabetical
country name order, mirroring the order of themes discussed by panelists:

i. Global scope of state-sponsored disinformation (Estonian Amb. Kuusing)
il. Countering disinformation (EU Amb. Leinonen}
iii. CW disinformation {U.S. Amb. Manso, hands over to moderator GEC

a. Moderator remarks, introducing panelists {2-3 min.)
b. Panelist remarks (10 min. each})

i. Davey Alba (NYT)
ii. Pasi Eronen (EEAS)
iii. Eliot Higgins (Bellingcat}

a. Moderated Q&A — questions submitted by chat and selected by moderator (30
min.)
b. Closing remarks by moderator
























10414421, 11:48 PM Micrasoft Folds Linkedin Sccial-Media Service in China - YWWSJ
journalists that their nrofiles were heine blocked in China. saving thev contained
prohibitec co..ue..-.

LinkedIn said it would replace its Chinese service, which restricts some content to comply
with local government demands, with a job-board service lacking social-media features,
such as the ability to share opinions and news stories.

LinkedIn’s exit is the latest chapter in the struggle Western internet companies have
faced operating in China, which has some of the world’s most stringent censorship rules.
Twitter Inc. and Facebook Inc.’s platforms have been blocked since 2008. Alphabet Inc.’s
Google left in 2010 after declining to censor results on its search engine. The chat
messenger app Signal and audio discussion app Clubhouse were also blocked this year.

Savvy internet users in China can still access these Western services using workarounds
such as virtual private networks, or VPNs, but many people don’t use them.

LinkedIn entered China in 2014 after making rare concessions to abide by local censorship

rules. Microsoft agreed to buy the platform two years later. In 2014, then-LinkedIn boss
Jeff Weiner said that while the company supported freedom of expression, offering a
localized version of its service in China meant adhering to local censorship requirements
—a view the company has since repeated.

In the Thursday statement, LinkedIn said that after seven years of operating in China it
had “not found the same level of success in the more social aspects of sharing and staying
informed.”

Microsoft has had a difficult relationship with China, where it battled for years against

software piracy.

Earlier this year, the software giant said a Chinese hacking group thought to have
government backing was targeting previously unknown security flaws in an email
product used by businesses. Microsoft’s Bing search engine, which is also available in
China, drew controversy earlier this year after it blocked the iconic “Tank Man” image

linked to the 1989 Tiananmen Square massacre not just in China, but also for its U.S.
users. The company blamed “accidental human error” and restored the image.

LinkedIn was one of the few bright spots Microsoft had in China, with more than 50
million users in the country. Even so, the platform had come under greater scrutiny from

htips:/fwww.wsj.com/articles/microsoft-abandons-linkedin-in-china-citing-challenging-operating-environment-11634220026 213



















































e Litwmnrffivinhnnnbhn cnnalanssmuanastaemt cnes fannan ) B TimieriTA A TTATRLIT Toh tdam e £

T T L T

JEPSRI U VR R ¥ IRV R I ¥ O 3 U PR IR N R S -

< Full articie publisneq.

Thanks again for your time last week and | look forward to hearing back from you to set up a
time to chat further.






On Thu, Feb 4, 2021 at 6:05 Ph s wrote:

Hi Julian,

My apologies again for this delay! Busy times at the State Department today. Please let me
know if there is still time to make it in the story.

The following comments are provided on background, attributable to a State Department
Spokesperson.

e Since the onset of the COVID-19 pandemic we've seen Russia’s disinformation
ecosystem develop false narratives around the virus and pandemic response, including
vaccines.

¢ On vaccines specifically, Russia has pushed two common disinformation
and propaganda narratives to the global community, primarily focused
on promoting their own vaccines, and seeking to sow distrust in U.S.- and Western-
origin vaccine development programs:

+ Towards the end of 2020 as vaccines received regulatory approval, the State
Department's Global Engagement Center (GEC) analyzed COVID-19 vaccine-focused
messaging from over 1,000 suspected Russian-aligned Twitter accounts.

« Consistent with past observations of Russian-aligned disinformation efforts on
Twitter, Spanish-language accounts showed the greatest engagement during this
period.

» These false narratives focus on disproportionately magnifying the risk of potential side
effects associated with western vaccines. Additionally, some accounts
promoted intentionally misleading narratives falsely alleging that mRNA vaccines are
untested and thus risky.

» Scientists and manufacturers all over the world are innovating and doing remarkable
things to combat the COVID-19 pandemic. The United States continues to focus on the
facts and follow the lead of scientists that are working on robust and transparent clinical
trials, regulatory processes, and high-quality manufacturing. Russia’s efforts to promote
disinformation through social media, undermines the collective giobal effort to end the
global pandemic.
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